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General Editor’s note

Caterina Cavallaro SYDNEY WATER CORPORATION

Welcome to the first edition of Inhouse Counsel

Bulletin for 2017. This month, we look closely at ethics

for in-house counsel. As part of their role, in-house

counsel often work closely with the business and, while

crucial to their acceptance and effectiveness within a

business, it also raises some important ethical issues.

In this issue:

• In November 2016, the Fair Work Ombudsman

warned lawyers against being the the first among

their peers to be found accessorily liable for

breaching workplace laws. Lawyers have been

warned to take care not to involve themselves in

contraventions of the Fair Work Act 2009 (Cth) as

they run the risk of becoming “liable for the sins”

of their clients. Hilary Searing and Shae McCartney

(Clayton Utz) consider the relevant case law and

provide insights into how in-house counsel can

protect themselves and their organisations.

• In-house counsel are constantly faced with the

dilemma of where to draw the line when accepting

gifts and hospitality. With the backdrop of recent

enforcement and regulatory focus on bribery and

corruption in Australia and overseas, Alyssa Phyl-

lips and Natasha Gromof (Ashurst) summarise

bribery offences, and provide practical guidance

on the features most commonly found in effective

gifts and hospitality policies.

• There is little doubt that social media has perme-
ated society and is an integral part of how people
communicate today. In-house counsel should be
aware of how their professional obligations extend
to their use of social media. David Benson and
Laura Clarke (Clayton Utz) consider how far a
lawyer’s professional obligations extend and look
at practical tips of using social media.

• Whistleblowing — disclosing immoral, unethical
or unlawful behaviour within an organisation,
while vital, has its shortcomings. In-house counsel
may find themselves faced with the decision on
whether or not they make disclosures which require
whistleblower protection. Tom Darbyshire and
Claudia Lewin (Kott Gunning Lawyers) navigate
the current whistleblower protection regime in
Australia, including impending reforms.

Recognising the importance of keeping up to date
in-house, we introduce a new section entitled “In Short”
where we highlight recent important cases, senate reports
and proposed Bills which may be of interest.

Caterina Cavallaro

Senior Legal Counsel

Sydney Water Corporation

caterina.cavallaro@sydneywater.com.au

www.sydneywater.com.au
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Whistleblower protections in corporate
Australia: issues, developments and best prac-
tices
Tom Darbyshire and Claudia Lewin KOTT GUNNING LAWYERS

In-house lawyers are particularly affected by the laws
relating to “whistleblowing” — the disclosure of immoral,
unethical or unlawful activity within an organisation, by
a person with access to the organisation’s internal
information. In-house lawyers may have to explain to
angry board members why a whistleblower can’t be
sacked or sued without incurring criminal liability.
In-house lawyers will often be closely involved in
formulating whistleblower policies, and ensuring that
individual instances of disclosure are dealt with in
accordance with those policies. And of course, some-
times it is in-house lawyers themselves who feel obliged
to reveal instances of corporate wrongdoing, and who
need the whistleblower protection.

In all of these cases, a knowledge of whistleblower
protection laws is indispensable, and in Australia these
laws are about to change. In November, the Senate
passed the Fair Work (Registered Organisations) Amend-
ment Act 2016 (Cth) which among other things intro-
duced significant new protections for people reporting
misconduct by unions and employer groups. A reluctant
cross bench agreed to pass the Bill on the condition that
similar protections would in due course be provided to
corporate whistleblowers.

This article will review the features and limitations of
current Australian laws relating to whistleblowers in the
private sector. We examine the difference between the
robust wording and the limited practical effect of current
whistleblower protection under the Corporations Act 2001
(Cth). We also examine how this compares with equiva-
lent legislation in the public sector, and with influential
but nonbinding corporate governance principles, both of
which may play a big part in shaping the impending
reforms of corporate whistleblower protection.

The current whistleblower protection regime
in Australia

The protection of employees and company officers
who reveal corporate misconduct is a powerful tool in
the detection of misconduct and fraud, and is an impor-
tant component of robust and transparent corporate
governance.

But whistleblowing is a fraught process. It provokes

feelings of shock and betrayal which may translate into

accusations about the truthfulness and motives of the

whistleblower, who in turn can often look forward to

overt and covert ostracism, disciplinary action, loss of

employment and career opportunities.

Generally speaking, people are more inclined to

report misconduct if they believe they are protected

from retaliation and if they believe that their reports will

lead to some action to address the misconduct.1 Whistleblower

protection in the private sector in Australia currently

falls a long way short of achieving this.

The laws protecting corporate whistleblowers in Aus-

tralia are straightforward. They were introduced into the

Corporations Act in 2004 as part of the CLERP 9

reforms.2 They are intended to allow officers, employees

and contractors of a company to disclose contraventions

of the Corporations Act and Australian Securities and

Investments Commission (ASIC) Act 2001 (Cth) (ASIC

Act) by the company, without being subject to the legal

and social consequences that such disclosure would

normally cause.

The person making the disclosure must have reason-

able grounds for suspecting that the information reveals

a contravention. The disclosure must also be made “in

good faith”. It seems that a discloser who can be shown

to have been motivated by spite, revenge or malice will

not qualify for protection even if their information

reveals a contravention.

A disclosure of information qualifies for whistleblower

protection if it is made to ASIC, the company’s auditor,

an officeholder of the company or a person authorised by

the company to receive disclosures of that kind.

Crucially, the discloser must provide their name

before making the disclosure.3 This often involves a

considerable leap of faith because whistleblower protec-

tion does not simply wrap itself around the discloser

once the above conditions are satisfied. Whether or not

whistleblower protection exists is usually a matter of

fact to be determined in whatever legal actions occur as

a result of the disclosure.
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A person who meets all of the above requirements is

theoretically entitled to a range of protections under the

Corporations Act:

• They will not be subject to any civil or criminal

liability for making the disclosure, and they are

exempt from remedies that may be enforced or

exercised against them on the basis of the disclo-

sure.4

• Contracts with whistleblowers may not be termi-

nated on the basis that they have breached the

contract by their disclosure. If an employer pur-

ports to terminate the contract on this basis, a court

may order reinstatement.5

• Whistleblowers are protected from victimisation

by s 1317AC. It is a breach of the section to

intentionally engage in, or threaten to engage in,

conduct which causes “detriment” (not defined in

the Act) to a person because of that person’s status

as a whistleblower, and whistleblowers are entitled

to compensation for any such detriment.

• Whistleblowers are promised confidentiality; it is

an offence to reveal any information they disclose,

their identity or any information that is likely to

lead to the identification of the discloser.6

This protective regime has many shortcomings, includ-

ing these:

• It has a narrow focus — it only applies to

contraventions of the Corporations Act and ASIC

Act, and to disclosures by current employees and

officers to a limited number of agencies.

• Disclosures to external agencies other than ASIC

are not protected.

• The good faith requirement means that whistleblow-

ers must demonstrate pure motives for disclosure,

in addition to reasonable grounds for suspecting a

contravention of the law. This does little to deter

false reporting of contraventions, and creates an

incentive to attack the character of the whistleblower.

• It does not protect anonymous disclosures.

• From the whistleblower’s perspective, ASIC’s pre-

scribed role is that of a relatively passive recipient

of disclosures. The Act does not require ASIC to

actively support or advocate for whistleblowers, or

to keep them informed about its investigations into

their complaints.

• ASIC cannot unilaterally determine who qualifies

as a whistleblower. ASIC recently established the

“Office of the Whistleblower”, which coordinates

ASIC’s dealings with whistleblowers across the

agency, but it also frankly admits that “ASIC is not

empowered to enforce whistleblower protec-

tions”.7

• The whistleblower bears most of the costs and

risks of using the protections in litigation, either as

a defence to proceedings brought against them, or

when seeking reinstatement or compensation. The

Corporations Act gives little guidance on how

compensation should be claimed or how damages

should be assessed.

Unsurprisingly, there has been little if any reported

use of the corporate whistleblower protection regime in

Australia. There are no reported cases of companies

being sued for or charged with victimisation, or of

whistleblowers being paid compensation, under s 1317AC.

It is difficult to find cases that even mention the relevant

part of the Corporations Act.

This may be about to change — Sally McDow,

formally a lawyer and senior compliance officer at

Origin Energy, has recently and very publically com-

menced Federal Court proceedings linking her treatment

at, and departure from, Origin Energy to her disclosures

of serious compliance failures at its gas and oilfields.

Her allegations are strenuously denied by Origin, but

her description of her experiences illustrates many of the

strong disincentives to whistleblowing that the Corpo-

rations Act regime fails to adequately address — isola-

tion at work, difficulty in finding subsequent jobs,

intense stress and deterioration in mental health. Ms McDow

has said that as a result of her disclosures: “I believe that

my employment may be untenable and my livelihood

and ability to support my two young children is severely

threatened.”8

Public sector whistleblower protection
In 2014, the Public Interest Disclosure Act 2013

(Cth) (PIDA) came into effect, and established a regime

for whistleblower protection in the public sector which

is much more comprehensive than that which currently

applies under the Corporations Act.

In fact, it has been described as representing a

“world-leading protection regime for whistleblowers”.9

The many features of PIDA which differ from the

Corporations Act whistleblower protection regime are

worth noting, as they may indicate the direction of future

reform.

• PIDA extends to a wider range of people (includ-

ing those who are or have been public officials)

and conduct (including conduct that contravenes

any law of the Commonwealth, a state or terri-

tory).

• It protects anonymous disclosures, and in some

cases disclosure to the media.

• It prescribes detailed processes for receiving, review-

ing and investigating disclosures, and requires
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agencies to keep whistleblowers informed about

the processing of their disclosure.

• Remedies are more numerous, better defined and

more sophisticated — for example, the court can

order injunctions and apologies in addition to

damages and reinstatement, and employers can

avoid vicarious liability for reprisals against whistleblow-

ers if they can show they took reasonable precau-

tions and exercised due diligence to avoid them.

• Whistleblowers are given protection in respect of

legal costs; they are only liable for the costs of

proceedings seeking remedies under PIDA if they

are brought vexatiously or without reasonable

cause.

Informal protections
At around the same time as CLERP 9 was making its

way through parliament in 2003, the Australian Stock

Exchange’s Corporate Governance Council released its

“Principles of Good Corporate Governance and Best

Practice Recommendations”. The third edition was pub-

lished in 2014. ASX listed entities are required to

benchmark their corporate governance practices against

these recommendations, which include the establish-

ment of a whistleblower policy informed by Australian

Standard AS 8004–2003, entitled “Whistleblower pro-

tection programs for entities”.

A whistleblowing policy based on the Australian

Standard would go well beyond what is currently

required by the Corporations Act. AS 8004–2003 con-

templates a Whistleblower Hotline and guarantees of

anonymity for those using it; a Whistleblower Protection

Officer and a Whistleblower Investigation Officer, both

of whom have access to clear and confidential reporting

lines within the organisation and external to it. It also

addresses the issue of false reporting.

The influence of AS 8004–2003’s handy “Suggested

Checklist of Matters to be Addressed in a Whistleblower

Protection Program” can clearly be seen in the policies

of many companies listed on the ASX. Now is a good

time for in-house counsel to review this document

because, like PIDA, the ideas it contains may be

influential in the next wave of reform of corporate

whistleblower protection.

The shape of impending reforms
2016 was a big year for whistleblower reform even

before the passage of the Fair Work (Registered Organisa-

tions) Amendment Bill. The McDow case was only one

of several whistleblowing stories to get significant

media coverage. The Senate Economics Reference Com-

mittee’s issues paper on the subject was released in

April; in July we saw the delivery of a statutory review

into the operation of PIDA; and in October the federal

government announced, as part of its Draft Open Gov-

ernment National Action Plan, a process of whistleblower

protection reform that would see draft legislation pre-

pared as early as May 2017.

So what changes might we see to corporate whistleblower

protection as a result of this?

Some degree of convergence with the PIDA regime is

likely and is already evident in the Fair Work (Regis-

tered Organisations) Amendment Act. We can anticipate:

• a broader definition of who can be a whistleblower,

to at least include former officers and employees;

• anonymous disclosures, possibly through legal

practitioners;

• removal of the requirement that disclosures be in

good faith;

• expansion of remedies for whistleblowers and

increases in penalties for reprisals and detriment;

• costs protections for whistleblowers, and shifting

of the burden of proof in some cases, such as

proving that reprisals have occurred;

• more stringent requirements for organisations to

have disclosure handling mechanisms and proce-

dures in place; and

• the establishment of new independent agencies to

oversee the whistleblower protection process and

to assist, and perhaps even advocate for, whistleblowers.

One area of debate to watch is the expansion of

financial compensation for whistleblowers, and whether

this morphs into the provision of financial rewards for

whistleblowing. In the United States, whistleblowers

can, in some cases, be paid a proportion of fines imposed

on organisations as a result of their disclosures. Imagine

the effect that the “bounty hunter” model of whistleblower

protection might have in Australia.

What now?
So what should you be doing right now to get ahead

of these changes?

Get compliant. If the current Corporations Act regime

applies to your organisation, make sure you comply with

it. It will almost certainly be simpler than complying

with whatever comes next, and you don’t want to be the

first company in Australian history to fall foul of these

laws just because everyone happens to be talking about

whistleblower protection at the moment. Use the exer-

cise to educate your organisation on the rationale for

whistleblower protection.

Start developing systems. Given the likely reforms

we have identified above, you might as well start

preparing to deal with anonymous whistleblowing. Con-

sider having a whistleblower hotline, and make sure
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your internal policies inform everyone how to disclose,

and how disclosure is dealt with. Start thinking about

who should be part of a whistleblower management

structure, because it might be a good idea to be able to

show that you have one. If you have to design the

structure, AS 8004–2003 is not the complete answer, but

is a good place to start.

Educate. You can start promoting best practice in this

area right away if your organisation is receptive to the

broad message about the virtues of whistleblowing. If

management or the board prefers to know exactly what

is required for minimum compliance, we don’t know

exactly what the new private sector whistleblower pro-

tection regime will be, or when it will arrive. But the

changes will probably be at least as sweeping as the ones

we saw in the Fair Work (Registered Organisations)

Amendment Act, which gives many companies plenty to

think about in this area.

Tom Darbyshire

Partner

Kott Gunning Lawyers

tdarbyshire@kottgunn.com.au

www.kottgunn.com.au

Claudia Lewin

Law Graduate

Kott Gunning Lawyers

clewin@kottgunn.com.au

www.kottgunn.com.au
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