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EU General Data 
Protection Regulation 
What you need to know 

By Daniel Coster
Associate, Kott Gunning Lawyers

What do you need to know about 
the EU General Data Protection 
Regulation (GDPR), which came 
into effect on 25 May 2018? 

It would be no exaggeration to label the 
GDPR the most significant and substantial 
legislative development in data protection 
and privacy law in decades. 

Yes, this is a European Regulation. 
However, it affects the rest of the world by 
virtue of its broad application (not to mention 
the sheer volume of trade between EU and 
non-EU countries). Post-Brexit Britain has 
been busy gearing up for the changes,1 as 
has the United States.2 In short, it is by no 
means safe to assume the GDPR does not 
apply to you or your business simply by 
virtue of where you are in the world. 

Under the GDPR, organisations face 
fines of up to 4% of their annual turnover 
or twenty million euros (whichever 
is greater) for certain breaches. A 
significant penalty, even for a large 
multinational with cash to burn.

Because of this wide scope and the 
potential for significant penalties, 
you should make understanding and 
complying with your obligations under the 
GDPR a top priority.

BACKGROUND

The GDPR aims to provide a uniform set 
of data protection laws across the EU. 
This emphasis, on consistent protection 
of EU Citizens, is clear from the wide 
scope covering non-EU countries and 
entities.

Having first been proposed in January 
2012, the GDPR was born out of years 
of heated negotiations. Thousands of 
amendments were proposed during this 
time, and the final version was eventually 
adopted by the European Parliament on 
14 April 2016.

The GDPR replaces rules that have 
been in place since 1995.3 This is a 
very significant development when 
you consider eBay and Amazon both 
launched in 1995, Google did not exist 
(and would not for another four years), 
and the internet we take for granted today 
was only used by about sixteen million 
people.4 Facebook, Twitter, and YouTube 
were not even conceived of when the 
current laws were being drafted.

Personal data is valuable and vulnerable, 
and the GDPR comes at a time of 
increasing threat to data security and 
personal privacy. In a world where more 
and more daily interactions occur online, 
such as banking, shopping, and business, 

massive amounts of personal data are 
processed on the internet. Unfortunately, 
be it through human error, malicious 
intent, or flaws in technology, the 
unauthorised release of personal data can 
be a question of ‘when’ rather than ‘if’.

Most readers will by now be aware of 
the Facebook/Cambridge Analytica 
scandal involving the collection of up to 
eighty-seven million Facebook users’ 
personal data, without their consent.5 
The subsequent footage of Facebook 
founder Mark Zuckerberg’s mea culpa 
to the American Congress will doubtless 
be on the highlight reel for 2018. More 
importantly though, the incident served to 
demonstrate that individuals often have 
very little control over their personal data, 
even when the data is held by companies 
like Facebook with the resources to invest 
in security.

Indeed, so far in 2018 we have already 
seen: 

• The University of Canberra 
accidentally leaking the personal 
details of every employee, including 
their birth dates and salaries.6

• Porsche Japan’s customer data 
hacked, including names, addresses, 
phone numbers, and income 
information.7
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• Fifty thousand Snapchat users having 
their accounts stolen by a phishing 
attack.8

• 330 million Twitter users told to 
change their passwords after they 
were stored in readable form.9

• Sixty-three notifiable data breaches 
reported in Australia in the first 
two months of the mandatory data 
breach reporting laws.10

In the context of so many hacks and 
personal data breaches in recent years, 
it should be no surprise that the GDPR 
emphasises security of data, as well as 
requiring notification of data breaches 
to regulators and affected individuals. 
Equally, it is unsurprising the GDPR 
promotes data protection by design and 
by default (rather than as an afterthought).

On the back of this publicised threat, 
consumers are becoming increasingly 
aware of the inherent value of their 
personal data and, consequently, more 
concerned with how this information is 
being handled. There is growing demand 
from customers, not only for personal data 
to be stored securely, but for it to not be 
passed on to unforeseen and unintended 
third parties (as it so often is).11  

In short, customers expect their personal 
data to be protected and not be misused. 
The GDPR accordingly places a strong 
focus on control of personal information 
and securing data with appropriate 
safeguards. This is demonstrated by 
the focus on protection by design and 
by default mentioned above, as well as 
the use of appropriate technical and 
organisational measures to protect data. 

Putting it succinctly, cyber-security and 
the appropriate (i.e. lawful) management 
of personal data should be top priorities 
for all organisations, having regard to the 
risks and the potential penalties. Where 
an organisation is found to be subject to 
the GDPR, a failure to appreciate the risks 
and the need for compliance may become 
a very costly mistake.  

THE GENERAL DATA PROTECTION 
REGULATION 

The GDPR is a lengthy document and an 
exhaustive analysis of each provision is 
beyond the scope of this article. Indeed, 
the Recitals alone are over a hundred 
pages long. Having said that, there are 
a number of core provisions which you 
should be aware of. 

The starting point for any consideration 
of the GDPR ought to be Article 4, which 
provides definitions. It should be noted 
that the definition of such concepts as 

‘consent’ and ‘personal data’ are slightly 
different to the Australian Privacy Act. 

Some of the key terms are: 

• Personal data is any information 
relating to an identified or identifiable 
natural person (referred to as a data 
subject). 

• Personal data breach is the 
accidental or unlawful destruction, 
loss, alteration, disclosure of, or 
access to personal data. 

• Processing is any operation 
performed on personal data including 
collection, recording, storage, use, 
disclosure, alteration, or destruction. 

• Profiling is any form of automated 
processing of personal data to 
evaluate personal characteristics 
such as economic situation, interests, 
location, or behaviour. 

• Controller is a person or entity which 
determines the purposes and means 
of processing personal data.  

• Processor is a person or entity 
processing personal data on behalf 
of a controller. 

Scope 

The GDPR applies to the processing 
of personal data where the processing 
activities relate to the offering of goods 
and/or services to data subjects in the 
EU, or to the monitoring of behaviour that 
takes place within the EU, regardless of 
whether or not the data is processed in 
the EU.12 

The GDPR applies when goods or 
services are offered directly to EU 
citizens, whether or not payment is 
required.13 Goods or services are offered 
to an EU data subject where it is clear 
the seller envisaged offering them to 
data subjects (i.e. EU Citizens). Other 
factors that will be taken into account to 
determine whether goods or services are 
offered to an EU citizen include that the 
accepted payment currencies include 
the euro, the business’ website allows for 
ordering goods or services in a particular 
European language (other than English), 
or the website mentions customers or 
users in the EU.14 

The GDPR may therefore apply to entities 
with no physical presence in the EU. 
For example, a business selling widgets 
through its website would be subject 
to the GDPR if the business targets 
customers in the EU. This is the case 
even though that business has its website 
server, warehouse, and all assets outside 
of the EU. 
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Following on from this, where a controller 
or processor is outside of the EU, it will be 
required to designate a representative in 
the EU where the processing: 

• is not occasional; 

• relates to special categories of data; 
or

• relates to data on criminal 
convictions or offences. 

The representative is required to be 
established in one of the EU Member 
States and authorised to deal with 
regulators and data subjects on all issues 
relating to processing.15

Regulatory oversight 

The European Commission (the 
Commission), the executive branch of 
the European Union, plays a role applying 
the GDPR. In particular, the Commission 
has the power to make determinations 
about the adequacy of protection 
afforded by third countries, the provision 
of standard protection clauses, and to 
prepare codes of conduct.16 

The GDPR also requires Member 
States to establish independent public 
authorities (called supervisory authorities 
or data protection authorities) responsible 
for monitoring the GDPR’s application, in 
cooperation with the Commission.17 The 
role and powers of supervisory authorities 
are discussed in more detail below. 

Data Protection Board 

The GDPR establishes the European 
Data Protection Board (the Board).18 
The Board is comprised of the head 
of one supervisory authority from 
each Member State, as well as the 
European Data Protection Supervisor, 
with the Commission having the right to 
participate in its activities.19 

The Board is empowered, among other 
things, to:

• Monitor and ensure correct 
application of the GDPR.

• Advise the Commission of issues 
and recommend appropriate 
amendments to the GDPR.

• Issue guidelines and 
recommendations, including to 
promote consistent application of 
the GDPR and in relation to personal 
data breaches.

• Encourage codes of conduct and the 
use of data protection mechanisms.

• Accredit certification bodies.

• Maintain an electronic register of 
decisions by supervisory authorities 

and courts with regard to the 
consistent application of the GDPR.20

Data Protection Officers

Controllers and processors are required 
to appoint a data protection officer where: 

• processing is carried out by a public 
authority or body, except for a court;

• the core activities of the controller or 
processor require large-scale regular 
and systematic monitoring of data 
subjects; or

• the core activities of the controller 
or processor involve large scale 
processing of special categories 
of data, or data relating to criminal 
offences/convictions.21 

The data protection officer is to be 
appointed on the basis of their expert 
knowledge of data protection law.22  
They are required to advise the controller 
and/or processor of their obligations 
(including in relation to data protection 
impact assessments), to monitor 
compliance with the GDPR, and to act 
as a point of contact for the supervisory 
authority. 23

In Australia, while there is no express 
requirement to appoint the equivalent 
of data protection officer under 
the Commonwealth privacy laws, 
organisations are expected to ‘take 
reasonable steps to implement practices, 
procedures and systems’ to ensure 
compliance and to address enquiries or 
complaints.24 

Processing data 

Lawfulness of processing 

The GDPR provides that processing of 
personal data is only lawful where the 
data subject has provided consent,25 or 
where the processing is necessary for 
one of a defined number of purposes 
(including the performance of a contract 
or compliance with a legal obligation).26 

There are also special categories of 
personal data, including health-related, 
genetic, or biometric, as well as data on 
racial origin, religion, sexual orientation, or 
political opinions.27 

Processing special categories of 
data is prohibited except in certain 
circumstances, such as where:

• the data subject provides explicit 
consent; 

• the data is manifestly made public by 
the data subject;

• the processing is for reasons of 
substantial public interest; or 

• the processing is carried out in the 
course of legitimate activities with 
appropriate safeguards by a not-for-
profit with a political, philosophical, 
religious, or trade-union aim. 

Informed consent 

Where the processing is based on 
consent, a controller must be able to 
demonstrate that the data subject has 
freely consented to the processing of the 
personal data.28 If that consent is in the 
form of a written declaration, it must be in 
an intelligible and easily accessible form, 
using plain language. If any other matters 
are dealt with in the declaration, they 
must be clearly distinguishable from the 
request for consent. Again, consent must 
be freely given, and this is determined 
by reference to the surrounding 
circumstances including whether there is 
a genuine or free choice and the ability to 
refuse consent without detriment.29 

This of course raises the interesting issue 
of whether companies can require users 
to consent to the processing of their 
data in order to use an app or access 
a website, where that processing is not 
inherently necessary. The answer would 
seem to be no.  

Consent must also be informed.  At the 
time of obtaining the personal data, 
the data subject must be provided with 
certain information. This includes:

• the identity and contact details of the 
controller; 

• the purposes of the intended 
processing; 

• the legal basis for processing; 

• the period for which the data will be 
stored; and 

• the user’s right to request access to 
the data.30  

The GDPR also requires data subjects be 
made aware, before they consent, of their 
right to withdraw consent at any time.31 

Under the Australian privacy laws consent 
can be express or implied, and requires 
only that the individual: 

• is adequately informed before 
consenting; 

• consents voluntarily; 

• has capacity to consent; and 

• provides current and specific 
consent.32 

Data protection impact assessment 

Where processing is likely to result in 
a high risk to an individual’s rights and 
freedoms, the controller must undertake 
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a data protection impact assessment 
before processing the data.33 

The assessment must include a 
description of the planned processing 
and the purposes for this, the necessity 
and proportionality of the processing, the 
relevant risks to the data subject’s rights 
and freedoms, and the mitigation planned 
to reduce those risks. 

A controller is also required to consult 
with the supervisory authority where 
a data protection impact assessment 
indicates the processing would result in 
a high risk to the data subject without 
mitigation measures.34

Processor engagement 

There are also strict requirements for 
the engagement of processors by 
controllers.35 

Controllers must only engage processors 
that undertake to implement appropriate 
technical   and organisational measures to 
comply with the GDPR. 

Processing is to be governed by a 
contract or a legal act, setting out the 
parameters of the engagement by the 
controller. This includes a requirement 
that the processor delete and/or return all 
personal data to the controller once the 

processor’s services have ended, as well 
as deleting any copies of that data.     

If a processor sub-contracts part of the 
processing to another processor, the 
same data protection obligations apply to 
the second processor. Engaging another 
processor also requires express authority 
from the controller.   

These restrictions on processor 
engagement, together with restrictions 
on international data transfer discussed 
below, aim to ensure consistency of 
application and prevent circumvention of 
the GDPR. 

Data rights 

Rights of access and data portability 

The GDPR seeks to provide data subjects 
with control over the processing of their 
personal data, with this aim balanced 
against relevant competing interests. 

Data subjects have the right to: 

• obtain information about the 
purposes for which their personal 
data is processed;

• be told who the data has or will be 
disclosed to; and

• be told how long the data will be 
stored.

They must also be made aware of the 
right to lodge a complaint and the right 
to request correction or deletion of the 
personal data.36 

Data subjects also have the right to 
obtain a copy of their personal data 
and to transfer that data to another 
controller (data portability). The provision 
of personal data is required to be in a 
commonly used electronic form, unless 
otherwise requested by the data subject.37 

These rights of access and data 
portability do not exist under the 
Australian privacy laws, though there is a 
limited right to obtain a copy of your own 
personal information.38   

Right to be forgotten 

Linked to the right of access is the right to 
be forgotten. This is also a right which has 
no equivalent under Australian law and 
which has generated much discussion 
since the first publication of the text of the 
GDPR. 

A data subject has the right to have their 
personal data erased by a controller in 
certain circumstances. These include 
where:
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• the data is no longer necessary for 
the purposes they were collected or 
processed;

• consent has been withdrawn with no 
other legal basis for processing; 

• the data has been unlawfully 
processed; or 

• the data subject objects to the 
processing, where there is no 
overriding legitimate reason for the 
processing.39  

Data subjects also have the right to a 
restriction of the processing of data 
where:

• the accuracy of the data is contested;

• the processing is unlawful but the 
data subject opposes the erasure of 
the data;

• the data is no longer required by 
the controller but the data subject 
requires it for a legal claim; or 

• the data subject has objected to 
processing and a decision on the 
objection is pending.40  

The right to be forgotten is a qualified 
right, and will not apply in certain 
circumstances. For example, where the 
processing is necessary for freedom 
of expression and information, for 
compliance with a legal obligation, or for 
reasons of public interest.41

International data transfer 

The GDPR also restricts the transfer of 
personal data to another country or an 
international organisation (third-party).42 

Personal data can only be transferred 
internationally where the Commission has 
decided that:

• there is an adequate level of 
protection by that third-party;43 

• appropriate safeguards are in place; 

• there are effective legal remedies for 
data subjects available;44 or 

• in certain other limited 
circumstances.45 

Decisions regarding adequacy of 
protection are to be made having regard, 
amongst other things, to the third-party’s 
respect for human rights and fundamental 
freedoms, as well as their adherence to 
the rule of law. 

Reconsideration of the decision may 
be necessary where the third-party 
undergoes a change which could affect 
the adequacy of the protection. For 
example, should a non-EU country 
pass a law requiring all personal data 

to be disclosed to the Government. 
Accordingly, the Commission is required 
to monitor developments in third-party 
countries/entities and, where the level 
of protection becomes inadequate, to 
repeal, amend, or suspend its earlier 
decision.

Essentially, the GDPR aims to ensure 
the level of protection provided to data 
subjects is not undermined by the 
transfer of data to a non-EU country 
or organisation. This is a profoundly 
important protection and likely to have 
immediate real-world implications. 
Controllers will be prohibited from 
transferring personal data to countries 
with inadequate human rights 
protections or organisations with 
insufficient safeguards in place. On 
paper at least, this raises the question 
of whether countries like China, with the 
mass-monitoring of citizen’s data and 
undemocratic limitations on freedom of 
communication, ought to be an approved 
third-party.       

Data protection 

As noted above, the threat of cyber-
attack, with the risk of unauthorised data 
access, can be exacerbated by flaws 
in the technologies used. In early 2018 
the world was rocked by revelations 
that almost every single Intel computer 
chip manufactured in the last twenty 
years had the same fundamental serious 
vulnerability, the two variants of which 
were named Spectre and Meltdown.46 
Every device with an Intel chip (i.e. about 
three billion of them) was at risk and 
had been for years. The big technology 
companies scrambled to issue patches to 
mitigate this, in some instances causing 
computer failure in the panic to get the 
fixes out quickly.47 

It should then come as no surprise that 
the GDPR encourages a focus on data 
protection when developing applications, 
products, or services (protection by 
design), and only processing personal 
data necessary for each specific 
processing purpose (protection by 
default).  

Data controllers are required to implement 
appropriate technical and organisational 
measures to ensure necessary safeguards 
are in place for the processing of personal 
data. 

These measures may include minimising 
processing, pseudonymising data, and 
utilising security mechanisms. Relevant 
factors include the cost of implementation, 
the circumstances of the processing, as 
well as the likely risks to the rights and 
freedoms of any natural persons.48

Controllers and processors are also 
required to ensure a level of security 
appropriate to the risk is in place for 
processing data. Measures can include 
pseudonymisation and encryption of 
data, ongoing testing of technical and 
organisational measures, and the ability 
to restore access to data in a reasonable 
time in the event of an incident.49

In contrast, the Australian Privacy Act 
requires organisations to ‘implement 
practices, procedures, and systems’ to 
ensure compliance.50 

Data breach notification 

The rights and freedoms of natural 
persons include the right to protection of 
personal data.51 

Where:

• there has been a breach of personal 
data; and

• the breach is likely to result in a risk 
to the rights and freedoms of natural 
persons,

a controller is required, without undue 
delay (within 72 hours if possible), to 
notify the supervisory authority of the 
breach. 52

The notification is required to include: 

• a description of the nature of the 
breach, including the categories and 
approximate number of data subjects 
and personal data records involved;

• the names and contact details of 
the data protection officer or other 
contact;

• a description of the likely 
consequences of the breach; and 

• details of the measures taken or 
proposed to be taken in response to 
the breach, including mitigation.

Where that breach is likely to result in a 
high risk to a data subjects’ rights and 
freedoms, the controller is also required 
to alert the affected data subjects 
without undue delay. This must be in 
the form of clear and plain language 
stating the nature of the breach, the 
likely consequences of it, the measures 
taken to respond to the breach, and the 
contact details of the controller’s point of 
contact.53

Notification to affected data subjects is 
not required where: 

• the controller has applied technical 
and organisational protection 
measures that render the personal 
data unintelligible (e.g. encryption);
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• the controller has taken subsequent 
measures to make it no longer likely 
that the high risk is no longer likely to 
eventuate; or 

• it would require disproportionate 
effort to notify, in which case a public 
communication shall suffice.54 

A supervisory authority may nonetheless 
require a controller to notify affected data 
subjects.

Australia’s mandatory breach reporting 
laws require notification where there is 
a likelihood of ‘serious harm’ to affected 
individuals. In contrast, the GDPR requires 
only ‘a risk’ to an individual’s rights and 
freedoms before a breach becomes 
reportable to a supervisory authority, and 
‘a high risk’ for the requirement to notify 
affected individuals. 

Regulatory enforcement 

The GDPR establishes that any person, 
having suffered material or non-material 
damage as a result of infringement 
of the GDPR, has the right to receive 
compensation from the controller or 
processor.55

Data subjects have the right to lodge a 
complaint with a supervisory authority 
if they consider the processing of their 
personal data is contrary to the GDPR.56 
They also have standing, where their 
rights under the GDPR have been 
infringed, to commence legal proceedings 
against a controller or processor.57 

Supervisory authorities have substantial 
investigative powers, including to: 

• order a controller or processor to 
provide any information they require;

• obtain access to all personal data 
held by a controller or processor;

• obtain access to the premises of a 
controller or processor; and 

• carry out data protection audits. 58

Likewise, they have enforcement powers, 
including: 

• issuing warnings or reprimands; 

• ordering compliance with a data 
subject’s requests to exercise rights 
under the GDPR; 

• ordering the communication of 
a personal data breach to a data 
subject;

• imposing limitations, such as a ban 
on processing; 

• ordering rectification or erasure of 
personal data; and

• imposing an administrative fine either 
in addition to or in place of the above. 

Administrative fines are imposed by 
supervisory authorities, with the aim to be 
‘effective, proportionate, and dissuasive’, 
and are based upon a number of factors, 
including negligence/intent, mitigation  
attempts, the nature of the infringement, 
and whether the controller or processor 
notified the supervisory body.59 

The relevant maximum fine depends upon 
which Articles of the GDPR have been 
infringed. 60

A maximum fine of up to 10 million euros 
or 2% of total worldwide annual turnover 
of the preceding financial year (whichever 
is higher) is applicable for breaches 
including, but not limited to:61 

• failure to implement technical 
and organisational measures for 
protection by default and design; 

• failure to implement technical and 
organisational measures to ensure 
an appropriate level of security of 
processing;
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• failure to maintain appropriate 
records of processing activities;

• failure to undertake a data protection 
impact assessment (where required); 
or

• failure to notify of a personal data 
breach.  

The maximum fine is doubled (i.e. 20 
million euros or 4% of turnover) for 
breaches including, but not limited to:62 

• failure to process data lawfully;  

• failure to obtain consent to 
processing, where required; 

• failure to provide access to personal 
data; 

• failure to erase personal data when 
lawfully required; or 

• unlawfully transferring data 
internationally. 

While the Australian privacy laws confer 
powers on the Information Commissioner 
to take action against organisations, the 
GDPR empowers individuals to take legal 
action in their own right and to obtain 
compensation. This is a profoundly 
significant difference, and organisations 
in breach of their obligations will now not 
only have to worry about shareholder 
class actions. 

Something that does not appear to 
be covered by the GDPR, but which 
will doubtless crop up in the coming 
months, is the situation where an 
organisation does not realise that it falls 
within the scope of the GDPR and has 
not taken steps to comply with it (such 
as a small business in Australia with 
a steady customer base in Germany). 
Technically they would be in breach of 
their obligations and liable to regulatory 
action, as well as legal action by affected 
individuals. 

Summary 

This is of course only a summary of some 
of the significant features of the GDPR and 
by no means covers all of the changes.  

For a thorough understanding, readers 
ought to inform themselves of all of the 
Recitals and Articles, including those 
pertaining to special categories of 
personal data, notification obligations 
other than where there has been a 
breach, certification mechanisms, and 
the rules around profiling (automated 
processing). 

THE TAKEAWAY

Facebook is already openly taking steps 
to try to avoid having to comply with the 

GDPR as much as possible.63 The author 
certainly would not recommend this 
approach! 

Instead, organisations should focus on 
ensuring they are in compliance with the 
new obligations, with the appropriate 
systems and processes in place.   

Practical measures 

It cannot be repeated enough that the 
preceding summary is only a reference 
point for some of the major changes the 
GDPR brings, and not a substitute for 
a detailed examination of the various 
provisions. 

The key takeaway for organisations with 
a direct or tangential connection with EU 
citizens is that personal data needs to be 
handled in a transparent, fair, and lawful 
manner. Most of the expectations arising 
from this are not encountered in the 
current Australian data privacy laws,  
such as the right to be forgotten.  
It is therefore advisable to take a  
proactive approach and review how 
you are collecting, handling, and storing 
personal data now. Investing in the  
right processes and people now  
could save you a serious headache in  
the future. 

While there can be no ‘one size fits 
all’ check-list, organisations ought to 
particularly: 
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• Ensure they are across all of the 
relevant provisions of the GDPR. 

• Obtain legal advice if there is 
uncertainty as to whether the GDPR 
applies to their activities. 

• Ensure adequate funding is in place 
for the necessary processes and 
procedures to be implemented, 
including funding for the IT 
department. 

• Have a plan in place for if things go 
wrong, including a communications/
PR strategy, a response plan from an 
IT perspective, and consider whether 
cyber insurance may be beneficial to 
your organisation. 

Australian organisations meeting their 
obligations under the recent mandatory 
data breach reporting laws are at 
somewhat of an advantage, as they are 
already required to adhere to similar 
requirements of accountability and 
privacy. However, as highlighted above, 
the GDPR is more far-reaching, with 
new obligations. Accordingly, there 
will be more work required to ensure 
compliance.

As an aside, the Office of the Australian 
Information Commissioner has published 
a useful comparative guide, outlining 
similarities and differences between the 
Privacy Act and the GDPR, which is a useful 
starting point.64 Such differences include 
the rights to erasure, data portability, and 
to object to processing, which have no 
equivalents under Australian law.  

Future developments 

While the most significant regulatory 
reform to come in many years, further 
regulation in the area is inevitable. 
Australian organisations need to be able 
to respond to these developments as and 
when they occur. 

The next development to be passed 

will most probably be the proposed EU 
Regulation on Privacy and Electronic 
Communications (RPEC), replacing the 
current e-Privacy Directive. In its current 
form, the draft RPEC aims to change 
computer cookie rules, introduce stronger 
direct marketing rules, and extend 
e-Privacy protection to newer forms of 
electronic communication (such as VoIP 
and instant messengers).65 The original 
plan was to have this Regulation come 
into effect at the same time as the GDPR, 
however this appears unlikely. 

Technological developments are of 
course harder to predict, though it is 
anticipated the further proliferation of 
potentially vulnerable internet-connected 
devices and increasingly sophisticated 
cyber-attacks will continue in the short-
medium term. It is the author’s view that 
it will be quantum computing that brings 
the next quantum-leap (pardon the pun) 
in regulatory oversight, though this is 
admittedly not likely any time soon. 

In the meantime, the GDPR provides 
plenty of work for organisations it applies 
to. 
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